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Chapter 1. Design criteria

Theadministrationmoduleusedfor theKolabserverwill beexplainedin this document.We wantedto
haveasimpleandcleandesignandavoid unnecessarycomplexity. Thegoalwasto haveoneinterfaceto
usersandadministratorswhichcanbeunderstoodfrom all users.Thismeanswewill not split the
con�gurationof theserver into modulescontainingdirectivesusedfor theMTA, IMAP andLDAP in
differentmasks.We tried to abstractthetasksto bedoneandgroupthemin anintuitiveway from the
usersperspective.

Theadministrationwill takeplacevia awebinterfacethatcanbeusedfor dayto dayactivitieson the
Kolabserver. A centraldecisionwasto placenearlyall availabledatausedfor thecon�gurationof the
server into theLDAP serveraswell asall theuserdata.Soby backingup theLDAP datafrom theserver
it is possibleto restorethestateof theKolabserverevenafterahardwaredisaster. Theonly
con�gurationdatathatdoesnotmakesenseto placeinto theLDAP server is thecon�gurationof the
LDAP server itself.

TheLDAP directoryservicesplayacentralrole in our securityconceptof theKolabserver. We donot
relayexclusively on thesecurityof theapachewebserverandthePHPlanguagewhichdrive theweb
interface.Ourcentralpoint in securityaretheaccesscontrollists implementedwithin LDAP. We usea
specialaccountmanager whocanmanipulatethewholeLDAP tree.Additionally therearetwo groups
of administrativeaccountswhichhavedifferentaccesspermissionsto theLDAP tree.At leastthe
groupwareusercanonly manipulatepartof his own LDAP data.Soin caseapotentialattackerof the
Kolabserverwould gaincontrolover theApachewebserverhewill notbeableto manipulateaccounts
anddataon themachine- aslong asthepasswordusedby manager is not in his posession.

Thedesignof theKolabLDAP schemais shown in theadjacent�gure with respectto thedifferentname
spaces.
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Chapter1. Designcriteria

TheKolabadministrationmoduleis dividedinto two maincomponents:

1. aPHPdrivenwebfrontendwhichauthenticatesanuseror administratorandpresentsformsto add,
modify or deleteobjectsandputstheminto theLDAP server

2. aPerlbackendthat�lls all thechangedobjectsfrom theLDAP server into thecon�guration�les of
theaffectedservices

ThePHPwebfrontendrunsonanSSLenhancedApacheserver. Login ontotheadministrationmoduleis
only allowedby usingasecureSSLconnection.Any usercanconnectto theadministrationmodule.At
login time theuserhasto authenticatehimselfvia his LDAP storedcredentials.If thecredentialsshow
theuserasbeingpartof theadministrationgrouphewill getpresentedadditionalformsto changethe
serverscon�guration.Otherwisetheuserwill only beableto changehis LDAP entryandto handlehis
vacationandforwardingsettings.

ThePerlbasedbackendwill jump into actionwheneveranadministrativeuserhaschangedthesettings
of oneor moreKolabcomponents.Theactionto activatethesettingschangedby theusermustexplicitly
betakenby pressingtheactivationbuttonon theappropriateform. Thiswill togglethePerlbackendinto
actionandreadthedatafrom LDAP, processthemandwrite theappropriatecon�guration�le(s) and
restarttheaffectedserviceto activatethechanges.

Theschemeof theKolabservercomponentsandtheir interactionis shown in theadjacent�gure. The
interactionof processesareshown with differentlinestyles.Soliddrawn line representtheinteractionof
thewebfrontendandbackendto administertheserver. Dashedlinesshow theinteractionof thedifferent
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Chapter1. Designcriteria

servercomponentwith respectto authentication.Finally thedottedlinesshow theinteractionof anuser
with theKolabserver.
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Chapter 2. PHP based web frontend

ThePHPdrivenwebfrontendstartsat theusersauthenticationandpresentsits formsaccordingto the
answerof anLDAP groupquery. We distinguishbetweenthreegroupsfor now. Everygroupwareuseris
automaticallyplacedin theusersgroup.For administrationpurposesof theserverwehavetwo additional
groupsandonespecialaccount.

Thespecialaccountusedfor administrationpurposesis calledmanager . We usethis accountwhich is
linkedjustbeneaththerootnodeof k=kolab in theLDAP directoryto connectto Kolabwith thePHP
drivenwebinterfaceandthePerldrivenbackend.This accounthasreadandwrite accessto thewhole
LDAP tree.Thepassword of thisaccountis automaticallygeneratedat installationtime by a scriptand
written into thebackend.

Theregulargroupwareusergrouphasaccessrightsgrantedby LDAP whichallow him only to modify
his own userdataexceptfor changesto his lastname,his uid andhis primaryE-Mail address.

Themaintainergroupis focusedon theadministrationof groupwareusersissues.A maintainercando
thefollowing from within thewebinterface:

• add,modify anddeletegroupwareusers

• add,modify anddeleteaddressbookusers(usersdonothaveaccountson theKolabserver)

4



Chapter2. PHPbasedwebfrontend

• add,modify anddeletesharedfolders

Theadministratorgroup(like themanager account)hasthefull controloverall LDAP objects:

• add,modify anddeletegroupwareusers

• add,modify anddeleteaddressbookusers(usersdonothaveaccountson theKolabserver)

• add,modify anddeletesharedfolders

• add,modify anddeletethemaintainerandadministratorgroupaccounts

• changeserversettings(hostnameandmaildomain)

• togglethenonsecurelegacy services(POP3,IMAP, FTP, HTTP)

• displayserver logs

Thefrontendonly hasaninterfaceto OpenLDAP anddoesnotmanipulateIMAP datadirectly in any
way. Manipulationof usersmailboxesandsharedfolderwithin IMAP areexclusively doneby the
backend.

2.1. User form

Startpageof thewebinterfaceasanuserauthenticated:
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Chapter2. PHPbasedwebfrontend

This form allowsnormalgroupwareusersto changetheir userdata.Theform is presentedto everyone
whoauthenticatedsuccessfullyasavalid groupwareuserto theKolabadministrationmodule.

Note,thattheusercannot changehis own name.Thiswould requirea repositioningwithin theLDAP
tree.Althoughthis is possibleandcanbeperformedby anadministrator. Theusersuid andprimary
E-Mail addresscanonly notbechangedanymoreoncetheuserhasbeencreated.Theusercanalsoadd
anadditionalE-Mail addressfor his account.
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Chapter2. PHPbasedwebfrontend

Also theusercanactivatea vacationmessagingserviceaswell asanE-Mail forwardingservice.As
theseservicesaremutuallyexclusive theuserhasto deactivatethealreadymadesettingsto switchto
anotherone.Notethatthechosenaction(vacationor forward)will go into actionimmediatelyandlast
until theuserdeletestheactionvia thewebinterface(or theKolabclient).
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Chapter2. PHPbasedwebfrontend

Thepossibleactionswhichausercanperformaregivenin thefollowing list:

• modify theusersdataheldin theLDAP object

—changethepassword

—changetheuserstitle

—optionallyaddanE-Mail alias

—changetheOrganizationandOrganizationalUnit

—changethepostaladdress(RoomNo.,Street,PostalAddress,POBox, City andCountry)

—changethetelephoneandtelefaxnumbers

• vacationmessage(activateanddeactivate)

—adjustthenoti�cation frequency

—entera vacationtext

• forwardmail to otherE-Mail address(activateanddeactivate)
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Chapter2. PHPbasedwebfrontend

—entertheforwardingE-Mail address

—chooseif mailsshouldalsokeptonserverwhile forwardis active

2.2. Maintainer form

Startpageof thewebinterfaceasamaintainerauthenticated:

As alreadywrittenaboveamaintaineraccountcanadministerall userrelatedsettingson theserver
(excepteditingthemaintainerandadministratorgroups).Sospecialaccountscanbegivento peoplewho
areresponsibleto keeptheusersdataup to dateon theKolabserver. Usersdatatherebyalsomeansthe
sharedfolder functionality. ThesharedfoldersareIMAP foldersthatcanbesharedsimultanuoslyby
many users.Accessto thissharedfoldersareregulatedby usingLDAP ACL settings.Also ausersname
canbechangedby themaintainer. Notethedifferencebetweenthenameof auserandhisuid andE-Mail
addresswhichcannotbechangedin thewebinterface.A maintainercanadditionallychooseif theusers
datashouldbemadeavailableto thepublic addressbook.
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Chapter2. PHPbasedwebfrontend

To maintainanexternaladdressbookis alsooneof thedutiesof a maintainer. Theaddresseskeptin this
externaladdressbookarecontactdataof personswhodonothaveanaccounton theKolabserver. This
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Chapter2. PHPbasedwebfrontend

canbei.e. businesscontacts.
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Chapter2. PHPbasedwebfrontend

Thepossibleactionswhichamaintainercanperformaregivenin thefollowing list:

• addor modify usersdataheldin theLDAP object

—add/changethe�rst andlastnameof theuser

—add/changethepassword

—add/changetheuserstitle

—specifyauid for theuser(only if creatinganew user!)

—optionallyadd/changeanE-Mail alias

—add/changetheOrganizationandOrganizationalUnit

—add/changethepostaladdress(RoomNo.,Street,PostalAddress,POBox, City andCountry)

—add/changethetelephoneandtelefaxnumbers

—chooseif theusersaddressshouldbeaddedto theglobaladdressbook

• addor modify externaladdressbook
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Chapter2. PHPbasedwebfrontend

—add/changethe�rst andlastnameof theuser

—add/changetheuserstitle

—add/changetheE-Mail addressandanalias

—add/changetheOrganizationandOrganizationalUnit

—add/changethepostaladdress(RoomNo.,Street,PostalAddress,POBox, City andCountry)

—add/changethetelephoneandtelefaxnumbers

• addor modify sharedfolders

—specifythefoldername(only if creatinga folder)

—specifypermissions(append,read,write,postandall) for a uid

—add/modifyfolderquotalimit

2.3. Administrator form

Startpageof thewebinterfaceasanadministratorauthenticated:
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Chapter2. PHPbasedwebfrontend

Apart from theactionsthemaintainergroupcanperform,theadministratorgroupcanalsoadminister
basicserversettings.Thehostnameandthedomainnameof theE-Mail domaincanbesetin theserver
menue.Notethatchangeswithin thosesettingsdirectly affect themail transportsystemandcanresultin
deliveryproblemsof E-Mails.
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Chapter2. PHPbasedwebfrontend

Theadministrationof thetwo groupsadministratorandmaintaineris possiblefrom within themenues
Administratoror Maintainer. Accountswithin thegroupscanbecreatedor removed.As thoseaccounts
donotpossessown E-Mail addressesonly few informationis neededto specifyanaccount.These
credentialsare�rst andlastname,apassword ananuid.
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Chapter2. PHPbasedwebfrontend

AlthoughtheKolabserverhastheability to interoperatewith legacy clientsthisbehaviour canbeturned
off. Thepreferredservicesof theKolabserverare:POP3S,IMAPS, SIEVEandHTTPS.In legacy mode
theservicesPOP3,IMAP, FTPandHTTP arealsosupported.Within themenueservicesof theweb
interfaceanadministratorcandisablesomeor all of thelegacy services.
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Chapter2. PHPbasedwebfrontend

To ensurethecorrectoperationof theKolabserveranadministratorcantakea look at thesystemlogs
from within theKolablog menue.

Thepossibleactionswhichanadministratorcanperformaregivenin thefollowing list:

• addor modify usersdataheldin theLDAP object

—add/changethe�rst andlastnameof theuser

—add/changethepassword

—add/changetheuserstitle

—specifyauid for theuser(only if creatinganew user!)

—optionallyadd/changeanE-Mail alias

—add/changetheOrganizationandOrganizationalUnit

—add/changethepostaladdress(RoomNo.,Street,PostalAddress,POBox, City andCountry)

—add/changethetelephoneandtelefaxnumbers
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Chapter2. PHPbasedwebfrontend

—chooseif theusersaddressshouldbeaddedto theglobaladdressbook

• addor modify externaladdressbook

—add/changethe�rst andlastnameof theuser

—add/changetheuserstitle

—add/changetheE-Mail addressandanalias

—add/changetheOrganizationandOrganizationalUnit

—add/changethepostaladdress(RoomNo.,Street,PostalAddress,POBox, City andCountry)

—add/changethetelephoneandtelefaxnumbers

• addor modify sharedfolders

—specifythefoldername(only if creatinga folder)

—specifypermissions(append,read,write,postandall) for a uid

—add/modifyfolderquotalimit

• addor modify maintaineror administratorgroupaccounts

—add/changethe�rst andlastnameof theuser

—add/changethepassword

—settheuniqueuid (only if creatinganew account)

• serveradministration

—set/changethehostname

—set/changetheE-Mail domain

• servicesadministration

—enable/disabletheservicePOP3

—enable/disabletheserviceIMAP

—enable/disabletheserviceFTP

—enable/disabletheserviceHTTP

• KolabLogsandStatistics

—displaytheApacheaccessanderrorlogs

—displaytheKolabservicessystemlog
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