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Chapter 1. Design criteria

Theadministratiormoduleusedfor the Kolabsenerwill be explainedin this documentWe wantedto
have a simpleandcleandesignandavoid unnecessargompleity. The goalwasto have oneinterfaceto
usersandadministratorsvhich canbeunderstoodrom all users.This meanswve will notsplit the

con guration of the senerinto modulescontainingdirectivesusedfor the MTA, IMAP andLDAP in
differentmasks We tried to abstracthe tasksto be doneandgroupthemin anintuitive way from the
usersperspecitie.

Theadministratiorwill take placevia awebinterficethatcanbe usedfor dayto dayactiities onthe
Kolabsener. A centraldecisionwasto placenearlyall availabledatausedfor the con guration of the
senerinto the LDAP seneraswell asall theuserdata.Soby backingup the LDAP datafrom the sener
it is possibleto restorethe stateof the Kolab sener evenafterahardwaredisasterTheonly

con guration datathatdoesnot make senseo placeinto the LDAP seneris the con guration of the
LDAP seneritself.

The LDAP directoryserviceplay a centralrole in our securityconceptof the Kolab sener. We do not
relay exclusively on the securityof theapachevebserer andthe PHPlanguagevhich drive theweb
interface.Our centralpointin securityarethe accesgontrollistsimplementedvithin LDAP. We usea
specialaccountmanager who canmanipulatehewhole LDAP tree.Additionally therearetwo groups
of administratve accountswvhich have differentaccespermissiongo the LDAP tree.At leastthe
groupwareusercanonly manipulatepartof his own LDAP data.Soin casea potentialattacler of the
Kolabsenerwould gaincontroloverthe Apachewebserer hewill notbeableto manipulateaccounts
anddataon themachine- aslong asthe passwerd usedby manager is notin his posession.

Thedesignof theKolabLDAP schemas shavn in theadjacentgure with respecto thedifferentname
spaces.
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External Addresses Kolab User
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Kolab address book
globally visible

Kolab user

TheKolabadministratiormoduleis dividedinto two maincomponents:

1. aPHPdrivenwebfrontendwhich authenticatean useror administratomndpresentformsto add,
modify or deleteobjectsandputstheminto the LDAP sener

2.aPerlbaclendthat lls all thechangedbjectsfrom the LDAP senerinto the con guration les of
theaffectedservices

The PHPwebfrontendrunsonan SSL enhanced\pachesener. Login ontotheadministratiormoduleis
only allowedby usinga secureSSL connectionAny usercanconnecto the administratiormodule At
login time the userhasto authenticatdimselfvia his LDAP storedcredentialslf the credentialshov
theuserasbeingpartof theadministratiorgrouphewill getpresentecdditionalformsto changethe
senerscon guration. Otherwisetheuserwill only beableto changehis LDAP entryandto handlehis
vacationandforwardingsettings.

ThePerlbasedaclendwill jumpinto actionwheneeranadministratve userhaschangedhesettings
of oneor moreKolabcomponentsTheactionto activatethe settingschangedy the usermustexplicitly
betakenby pressinghe activationbuttonon the appropriatdorm. Thiswill togglethe Perlbaclendinto
actionandreadthedatafrom LDAP, processhemandwrite the appropriatecon guration le(s) and
restartthe affectedserviceto activatethe changes.

The schemeof the Kolabsener componentgandtheir interactionis shavn in the adjacentgure. The
interactionof processeareshavn with differentlinestyles.Solid drawn line representheinteractionof
thewebfrontendandbackendto administerthe sener. Dashedinesshaw theinteractionof the different
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senercomponentvith respecto authenticationFinally the dottedlines shaw theinteractionof anuser
with theKolabsener.

LDAP Server

User Data
Configuration Data

Cyrus-Sieve LDAP write

cache
Mail filter ) .
Vacation (B:gglf('g#éat'on'
Forward

SASLAuth q
. Authentification

Cyrus-IMAP |/ |\ Apache
User mailboxes ’ A RN Web interface <
Shared folder 7| Freebusy info TN

Proftpd K o
Legacy mode: =\ \:\‘
Freebusy info ,/ IMAPS 2
. k v‘
. Legacy mode: [= 7
IMAP :
POPS /
Legacy mode: %4
POP




Chapter 2. PHP based web frontend

The PHPdrivenwebfrontendstartsat the usersauthenticatiorandpresentsts formsaccordingto the
answerof anLDAP groupquery We distinguishbetweerthreegroupsfor now. Every groupwareuseris
automaticallyplacedin the usersgroup.For administratiorpurpose®f the senerwe have two additional
groupsandonespecialaccount.

The specialaccountusedfor administratiorpurposess calledmanager . We usethis accountwhichis
linkedjustbeneatttheroot nodeof k=kolab in the LDAP directoryto connecto Kolabwith the PHP
drivenwebinterfaceandthe Perldrivenbaclend.This accounthasreadandwrite accesgo thewhole
LDAP tree.Thepassword of this accounis automaticallygeneratedtinstallationtime by a scriptand
writteninto the baclend.

Theregulargroupwareusergrouphasaccessightsgrantedoy LDAP which allow him only to modify
his own userdataexceptfor changedo his lastnamehis uid andhis primary E-Mail address.

Themaintainergroupis focusedon the administratiorof groupwareusersssuesA maintainercando
thefollowing from within thewebinterface:

2 Kolab Server - User Settings - Konqueror

Location Edit View Go Bookmarks Tools Settings Window Help

B Location: LIl"mlp.f.. max kde.org/admin/user/creale_user php?action=create SJ 2]
—Lg_l%? (T T w
=7
28.10.2002 15:14 Create New User
Aftribute Value Comment
First Name Required
;::: Last Name 3 Required
Croais new User Password Required
Addressbook Verfiy Password Required
Shared Folder Title :
Unigue UserlD Required
Shen Eien ’ Automalically assigned
Primary E-Mail Address (not set) v—
E-Mail Alias
Organization .
Crganizational Unit
Room Number
Street Address
Postbax
Postal Code
City
Country
Telephone Number
Fax Number
check here to make this
Addressbook = users address
visible in the address book H
:

« add,modify anddeletegroupwareusers

- add,modify anddeleteaddressbookisergusersdo not have accounton the Kolabsener)
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add,modify anddeletesharedolders

Theadministratolgroup(like themanager accounthasthefull controloverall LDAP objects:

add,modify anddeletegroupwareusers

add,modify anddeleteaddressbookisergusersdo not have accountson the Kolabsener)
add,modify anddeletesharedolders

add,modify anddeletethe maintainerandadministratoigroupaccounts

changesener settings(hosthnamendmaildomain)

togglethenonsecurdegagy servicePOP3IMAP, FTR HTTP)

displaysenerlogs

Thefrontendonly hasaninterfaceto OpenLDAP anddoesnot manipulatd MAP datadirectlyin ary
way. Manipulationof useramailboxesandsharedolderwithin IMAP areexclusively doneby the
baclend.

2.1. User form

Startpageof thewebinterfaceasanuserauthenticated:
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"2 Kolab Server - Login - Kongueror'

Dokument Bearbeiten Ansicht Gehe zu Lesezeichen Extras Einstellungen FEenster Hilfe
E» Adresse: ll:ﬂhttps:Hlocalhostfadminfloginfindex.php ¥ J E
/'-j/."g

* Login

My User Seltings Welcome to the Kolab Server Webinterface.

Atoitkoiab You are current logged in with the username kolabtest and belong to group user.

Laogin as other User
Seijte geladen

This form allows normalgroupwareusersto changetheir userdata.Theform is presentedo everyone
who authenticateduccessfullyasavalid groupwareuserto the Kolabadministratiormodule.

Note,thatthe usercannot changehis own name.This would requirea repositioningwithin the LDAP
tree.Althoughthisis possibleandcanbe performedby anadministratorThe usersuid andprimary
E-Mail addresganonly not be changedanymoreoncethe userhasbeencreatedTheusercanalsoadd

anadditionalE-Mail addresgor his account.
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V' "2 Kolab Server~ User Settings - Kongueror ; i WIBEE

Dokument Bearbeiten Ansicht Gehe zu Lesezeichen Extras Einstellungen FEenster Hilfe

E» Adresse: ll M| n=cn%30Test+Kolab? 2Cdc%30loc alhost&APHPSES S| D=ee59aa68 93¢ ab93c §6662ed7i2226d35 | ¥ J Ej

Modify Existing User

Attribute Value Comment
Legin First Mame Test
_— Last Mame Kolah
My User Settings
Passward [ Required
Forvard Email
Vacation Werfly Password |******* Required
Title [t
About Kolab Unigue UserlD kolahbtest Required
Primary E-hail Address kolabtest@localhost Automatically assigned: uid@domain
E-tdail &lias

Organization

Organizational Unit

Room Mumhber

Street Address [Mystreet
Pasthox [

Pastal Cade [

City [ycity
Country |Myc: ountry

Telephane Mumber [

Fax Mumber [

[v ok ][> cancel

Also theusercanactivatea vacationmessagingerviceaswell asan E-Mail forwardingservice As
theseservicesaremutually exclusive the userhasto deactvatethe alreadymadesettingsto switchto
anotherone.Notethatthe choseraction(vacationor forward)will go into actionimmediatelyandlast
until theuserdeleteghe actionvia thewebinterface(or the Kolabclient).
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Ongqueror 20—~ x|
Dokument Bearbeiten Ansicht Gehe zu Lesezeichen Extras Einstellungen Eenster Hilfe
||| _Q-Mgasaa:_mﬂhttps:HImalhost!admin!usen’fomard.php |-;. E

User Forward Settings

Forward not activated

Attribute Value Comment

All incomming E-Mails will be sent to
this address

Forward E-tail to this |nobody@kde org

address
T — If you select this all E-ails which are
P ; 3200 [ keep forwarded to the above address will also
server while forsarding
he stored on the server

|~ oK || Cancel |
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Thepossibleactionswhich ausercanperformaregivenin thefollowing list:
- modify theusersdataheldin the LDAP object

—changethe passverd

—changeheuserdtitle

—optionallyaddan E-Mail alias

—changethe OrganizationandOrganizationalJnit

—changethe postaladdresg§RoomNo., Street,PostalAddress,P@ox, City andCountry)

—changehetelephoneandtelefax numbers

- vacationmessagé¢activateanddeactvate)
—adjustthenoti cation frequeny

—enteravacationtext

- forwardmail to otherE-Mail addresgactivateanddeactvate)
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—entertheforwardingE-Mail address

—chooséaf mailsshouldalsokepton senerwhile forwardis active

2.2. Maintainer form

Startpageof thewebinterfaceasa maintainerauthenticated:

As alreadywritten above a maintaineraccountcanadministerall userrelatedsettingson the sener
(excepteditingthe maintainerandadministratolgroups).So specialaccountsanbe givento peoplewho
areresponsibleo keepthe usersdataup to dateon the Kolab sener. Usersdatatherebyalsomeanghe
sharedolder functionality The sharedoldersarelMAP foldersthatcanbe sharedsimultanuoslyby
mary usersAccesgo this sharedoldersareregulatedby usingLDAP ACL settings Also ausersname
canbechangedy the maintainerNote the differencebetweerthe nameof a userandhis uid andE-Mail
addressvhich cannot be changedn thewebinterface.A maintainercanadditionallychoossf the users
datashouldbe madeavailableto the public addressbook.

10
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To maintainanexternaladdressbools alsooneof thedutiesof a maintainer Theaddressekeptin this
externaladdressbookrecontactdataof personsvho do not have anaccounionthe Kolabsener. This

11
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canbei.e. businessontacts.

12
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Thepossibleactionswhich amaintainercanperformaregivenin thefollowing list:

addor modify usersdataheldin the LDAP object

—add/chang¢he rst andlastnameof the user

—add/changé¢he passverd

—add/changéheuserditle

—specifyauid for theuser(only if creatinganew user!)

—optionallyadd/changanE-Mail alias

—add/changéhe OrganizatiorandOrganizationalUnit

—add/changéhe postaladdresgRoomNo., Street,PostalAddress,Pox, City andCountry)
—add/chang¢hetelephoneandtelefax numbers

—chooséf theusersaddresshouldbe addedo the globaladdres$ook

addor modify externaladdressbook

13
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—add/chang¢he rst andlastnameof the user

—add/chang¢he userstitle

—add/changéhe E-Mail addresaindanalias

—add/changéhe OrganizatiorandOrganizationalUnit

—add/chang¢he postaladdresgRoomNo., Street,PostalAddress,Pox, City andCountry)

—add/chang¢hetelephoneandtelefax numbers

« addor modify sharedolders
—specifythefolder name(only if creatinga folder)
—specifypermissiongappend,read,write,poandall) for a uid

—add/modifyfolder quotalimit

2.3. Administrator form

Startpageof thewebinterfaceasanadministratorauthenticated:

14
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Apartfrom theactionsthe maintainergroupcanperform,theadministratoigroupcanalsoadminister
basicsener settings.The hostnamendthe domainnameof the E-Mail domaincanbesetin thesener

menue Note thatchangeswvithin thosesettingsdirectly affect the mail transportsystemandcanresultin
delivery problemsof E-Mails.

15
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Theadministratiorof thetwo groupsadministratomndmaintainelis possiblefrom within themenues
Administratoror Maintainer Accountswithin the groupscanbe createdor removed.As thoseaccounts
do notpossesswn E-Mail addressesnly few informationis neededo specifyanaccountThese
credentialsaare rst andlastname,apassverd ananuid.

16
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AlthoughtheKolabsener hasthe ability to interoperatavith legag clientsthis behaiour canbeturned
off. Thepreferredservicesof the Kolabsenerare:POP3S|MAPS, SIEVE andHTTPS.In legagy mode
theservicePOP3IMAP, FTPandHTTP arealsosupportedWithin the menueservicesof theweb
interfaceanadministratoicandisablesomeor all of thelegagy services.

18
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To ensurehecorrectoperationof the Kolab seneranadministratoicantake alook atthe systemlogs
from within the Kolablog menue.

Thepossibleactionswhich anadministratocanperformaregivenin thefollowing list:
- addor modify usersdataheldin the LDAP object

—add/chang¢he rst andlastnameof the user

—add/changé¢he passverd

—add/changéheuserditle

—specifyauid for theuser(only if creatinganew user!)

—optionallyadd/changanE-Mail alias

—add/changéhe OrganizatiorandOrganizationalUnit

—add/changéhe postaladdresgRoomNo., Street,PostalAddress,Pox, City andCountry)

—add/chang¢hetelephoneandtelefax numbers

19
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—chooséf theusersaddresshouldbe addedo theglobaladdres$ook

addor modify externaladdressbook

—add/changé¢he rst andlastnameof the user

—add/chang¢he userstitle

—add/chang¢he E-Mail addresandanalias

—add/changéhe OrganizatiorandOrganizationalUnit

—add/changéhe postaladdresgRoomNo., Street,PostalAddress,Pox, City andCountry)

—add/chang¢hetelephoneandtelefax numbers

addor modify sharedolders
—specifythefolder name(only if creatinga folder)
—specifypermissiongappend,read,write,poandall) for a uid

—add/modifyfolder quotalimit

addor modify maintaineror administratoigroupaccounts
—add/chang¢he rst andlastnameof the user
—add/changé¢he passverd

—settheuniqueuid (only if creatinga new account)

seneradministration
—set/changéhe hostname

—set/changéhe E-Mail domain

servicesadministration
—enable/disabléhe servicePOP3
—enable/disabléhe servicel MAP
—enable/disabléheserviceFTP
—enable/disabléhe serviceHTTP

KolabLogsandStatistics
—displaythe Apacheaccessanderrorlogs

—displaytheKolabservicessystemog
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